
PART I
D A T A  C O L L E C T I O N

Malware detection begins with data collection. All mali-
cious code performs actions on an infected system that 
deviate from the norm. Therefore, by collecting suf!-
cient data, you can uncover any infection.

Symptoms of digital pathogens often re"ect the malware’s goals or 
capabilities. For example, if a computer is infected with adware, you’ll likely 
see browser subversions or hijacked search pages. In the case of a stealthy 
backdoor, you may observe a listening socket that allows an attacker to 
remotely control the infected system or its unauthorized network traf!c. 
And any malware that wants to survive a reboot will have to persist, result-
ing in noticeable !lesystem modi!cations.

In Part I, I discuss how security software could programmatically collect 
data from a macOS system to detect any digital infections, just as a doctor 
might when checking whether a human patient is sick. Most malicious code 
on macOS systems runs as a stand-alone process, so I’ll start this section 
by discussing programmatic methods of querying the system to retrieve a 
snapshot of all running processes. Then we’ll extract information about 
each process, such as their arguments, hierarchies, loaded libraries, and 
much more. If any running process is indeed malware, the information we 
extract here should readily reveal this fact.

Subsequent chapters will bolster our malware detection capabilities by 
illustrating how to extract other types of data, either from speci!c items 
or from the system as a whole. I’ll discuss code signing by delving into 
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mechanisms and APIs to obtain and validate cryptographic code signing 
signatures. This information can further uncover malware, but equally 
importantly, it also allows us to ignore trusted items in our hunt for mali-
cious code. I’ll also show how to glean important data from Mach-O bina-
ries, the network, and Apple’s proprietary Background Task Management 
database used to manage persistent items.


	Cover
	Title Page
	Copyright
	Dedication
	About the Author
	About the Technical Reviewer
	Brief Contents
	Contents in Detail
	Foreword
	Acknowledgments
	Introduction
	What You’ll Find in This Book?
	Who Should Read This Book?
	The Code and Malware Specimens
	Development Enviornment
	Code Signing Requirements
	Entitlements

	Safely Analyzing Malware
	Additional Resources
	Books
	Websites

	Notes

	Part I: Data Collection
	1. Examining Processes
	Process Enumeration
	Audit Tokens
	Paths and Names
	Identifying Hidden Files and Directories
	Obtaining the Paths of Deleted Binaries
	Validating Process Names

	Process Arguments
	Process Hierarchies
	Finding the Parent
	Returning the Process Responsible for Spawning Another
	Retrieving Information with Application Services APIs

	Environment Information
	Code Signing
	Loaded Libraries
	Open Files
	proc_pidinfo
	lsof

	Other Information
	Execution State
	Execution Architecture
	Start Time
	CPU Utilization

	Conclusion
	Notes

	2. Parsing Binaries
	Universal Binaries
	Inspecting
	Parsing

	Mach-O Headers
	Load Commands
	Extracting Dependencies
	Finding Dependency Paths
	Analyzing Dependencies

	Extracting Symbols
	Detecting Packed Binaries
	Dependencies and Symbols
	Section and Segment Names
	Entropy Calculations

	Detecting Encrypted Binaries
	Conclusion
	Notes

	3. Code Signing
	The Importance of Code Signing in Malware Detection
	Disk Images
	Manually Verifying Signatures
	Extracting Code Signing Information
	Extracting Notarization Information
	Running the Tool

	Packages
	Reverse Engineering pkgutil
	Accessing Framework Functions
	Validating the Package
	Checking Package Notarization
	Running the Tool

	On-Disk Applications and Executables
	Running Processes
	Detecting False Positives
	Code Signing Error Codes
	Conclusion
	Notes

	4. Network State and Statistics
	Host-Based vs. Network-Centric Collection
	Malicious Networking Activity
	Capturing the Network State
	Retrieving Process File Descriptors
	Extracting Network Sockets
	Obtaining Socket Details
	Running the Tool

	Enumerating Network Connections
	Linking to NetworkStatistics
	Creating Network Statistic Managers
	Defining Callback Logic
	Starting Queries
	Running the Tool

	Conclusion
	Notes

	5. Persistence
	Examples of Persistent Malware
	Background Task Management
	Examining the Subsystem
	Dissecting sfltool

	Writing a Background Task Management Database Parser
	Finding the Database Path
	Deserializing Background Task Management Files
	Accessing Metadata
	Identifying Malicious Items

	Using DumpBTM in Your Own Code
	Conclusion
	Notes


	Part II: System Monitoring
	6. Log Monitoring
	Exploring Log Information
	The Unified Logging Subsystem
	Manually Querying the log Utility
	Reverse Engineering log APIs

	Streaming Log Data
	Extracting Log Object Properties
	Determining Resource Consumption

	Conclusion
	Notes

	7. Network Monitoring
	Obtaining Regular Snapshots
	DNS Monitoring
	Using the NetworkExtension Framework
	Activating a System Extension
	Enabling the Monitoring
	Writing the Extension

	Filter Data Providers
	Enabling Filtering
	Writing the Extension
	Querying the Flow
	Running the Monitor

	Conclusion
	Notes

	8. Endpoint Security
	The Endpoint Security Workflow
	Events of Interest
	Clients, Handler Blocks, and Event Handling

	Creating a Process Monitor
	Subscribing to Events
	Extracting Process Objects
	Extracting Process Information
	Stopping the Client

	File Monitoring
	Conclusion
	Notes

	9. Muting and Authorization Events
	Muting
	Mute Inversion
	Beginning Mute Inversion
	Monitoring Directory Access

	Authorization Events
	Creating a Client and Subscribing to Events
	Meeting Message Deadlines
	Checking Binary Origins
	Blocking Background Task Management Bypasses

	Building a File Protector
	Conclusion
	Notes


	Part III: Tool Development
	10. Persistence Enumerator
	Tool Design
	Command Line Options
	Plug-ins
	Persistent Item Types

	Exploring the Plug-ins
	Background Task Management
	Browser Extension
	Dynamic Library Insertion
	Dynamic Library Proxying and Hijacking

	Conclusion
	Notes

	11. Persistence Monitor
	Entitlements
	Applying for Endpoint Security Entitlements
	Registering App IDs
	Creating Provisioning Profiles
	Enabling Entitlements in Xcode

	Tool Design
	Plug-ins
	Background Task Management Events

	XPC
	Creating Listeners and Delegates
	Extracting Audit Tokens
	Extracting Code Signing Details
	Setting Client Requirements
	Enabling Remote Connections
	Exposing Methods
	Initiating Connections
	Invoking Remote Methods

	Conclusion
	Notes

	12. Mic and Webcam Monitor
	Tool Design
	Mic and Camera Enumeration
	Audio Monitoring
	Camera Monitoring
	Device Connections and Disconnections
	Responsible Process Identification

	Triggering Scripts
	Stopping
	Conclusion
	Notes

	13. DNS Monitor
	Network Extension Deployment Prerequisites
	Packaging the Extension
	Tool Design
	The App
	The Extension
	Interprocess Communication

	Building and Dumping DNS Caches
	Blocking DNS Traffic
	Classifying Endpoints
	Conclusion
	Notes

	14. Case Studies
	Shazam’s Mic Access
	DazzleSpy Detection
	Exploit Detection
	Persistence
	Network Access

	The 3CX Supply Chain Attack
	File Monitoring
	Network Monitoring
	Process Monitoring
	Capturing Self-Deletion
	Detecting Exfiltration

	Conclusion
	Notes


	Index
	Back Cover

